Is Your Wireless Connection Secure?
Anytown Baptist Church employs a new staff member. A computer is purchased and set up in his office but it is lacking a connection to the other office PCs and the Internet. One of the church members has a wireless router at his house and suggests this as an inexpensive alternative to running cable through the walls and ceiling. 
The wireless router is purchased at a local office supply store and the installation goes smoothly. All computers are connected and can “see” each other. Internet access is also available. The delighted techies give each other a high five and go out for pizza to celebrate. Later that month several church members mention getting unwanted emails and the church bank account has been compromised. 
Wireless may be an inexpensive connection alternative but could later prove to be very costly if proper security was not enabled during installation. Over half the wireless networks installed in homes today were set up without proper security.  This means that any neighbor can access the Internet through their network and can very likely access their computers as well. It is the equivalent of not only leaving the front door of your home unlocked but also wide open for strangers to enter. All that is required for someone to “break in” is a computer with a wireless card within range of your wireless signal.
If your church is planning to add wireless or already has wireless capability, you need to read the following articles to ensure that your network is safe and secure.
http://spotlight.getnetwise.org/wireless/wifitips/
http://www.surfnetkids.com/safety/how_to_make_your_wireless_network_a_securityenabled_network-21122.htm
http://netsecurity.about.com/od/hackertools/a/aa072004b.htm
http://bizsecurity.about.com/od/internetsecurity/a/wirelessbasic.htm
How can you further protect yourself while connecting to a wireless connection when at an airport or staying in a hotel?
	· Never access bank accounts online or provide sensitive information using an unsecure connection to the internet.  Wireless connections may or may not be secure.  Hard wire connections in hotels are usually secure.

· If a wireless connection does not require a password or key (on the initial attempt to connect), consider it an unsecure connection.  Once a profile is created for a secure wireless network connection, the password or key is then stored and will not need to be typed in again.

· Never use public computers, such as those in hotel lobbies, to access secure information online, especially where ids and passwords are required.  
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