The Ten Commandments of PC Security

Fight off nasty viruses, worms, and Trojan horses by following these simple rules.
And it was written, “Thou shalt use a Windows PC to do thy work and it will be good.”
But Windows computers are vulnerable to plagues of biblical proportions: viruses that bring down entire networks, e-mail worms that replicate at lightning speed, Trojan horses that hide inside otherwise innocent programs, hackers that take over computers, and more.

Fortunately, archeologists have recently unearthed two stone tablets from a garage near Cupertino, California that can help deliver us from such evils. We present their guidelines here, along with interpretations from our brothers and sisters in the PC security choir.

I. Remember thy antivirus software and keep it updated. 
It's not enough to have the software installed (if you don't have an antivirus package, stop reading right now and get one); you also need to keep up with new viruses as they emerge. "Your antivirus software is only as good as your latest virus definitions set," says Kelly Martin, senior product manager for Symantec's Norton AntiVirus. Programs like Symantec's Norton AntiVirus ($50) and Network Associates' McAfee VirusScan ($35 to $60) can automatically update their virus signature databases, but it costs an additional $20 to $35 for ongoing annual subscriptions.
II. Thou shalt not covet thy neighbor's attachments. 
You get a message you think is from a friend with what looks like a cool file attached, so you click on it. Next thing you know, you're Typhoid Mary, spewing out infected e-mails to everyone in your address book. That's how the Sobig.F worm spread--and it happened so quickly that millions of copies got out before the antivirus companies could update their databases. Never open an attachment without verifying it was sent by a trusted person, and they meant to send it to you.
III. Avoideth bogus file downloads. 
Be wary of any Web site that requires you to download software to view a page, unless it's something familiar like a Flash plug-in or Acrobat Reader. The file may contain a virus, a Trojan horse, or some auto-dialer that calls pay-per-minute numbers via your modem and racks up huge charges. Do not install software via the Web unless you are absolutely sure what it is and that you trust the company you are downloading it from.
IV. Smite spyware and pop-ups. 
Like Trojan horse programs, spyware secretly installs itself when you download software like file-swapping applications; it tracks your movements online and delivers ads based on where you surf. Pop-up ads can also exploit security flaws in Internet Explorer, like the recent Qhost Trojan that hijacked users' browsers after they viewed an ad on the Fortune City Web site. Fortunately, there are tools that can protect you: For example, Ad-aware (free) blocks spyware and StopZilla ($30) takes care of pop-up ads. Some antivirus software and security suites also stop spyware and pop-ups in their tracks. 

V. Thou shalt foil spammers. 
Unsolicited commercial e-mail is more than just a nuisance; it's also a major source of virus infections. In fact, some versions of Sobig are designed to turn infected PCs into zombie machines that can be used to send spam. A good filter like Symantec's Norton AntiSpam ($40), Network Associates' McAfee SpamKiller ($40 to $50), or Sunbelt Software's IHateSpam ($20) help trap the nasties your antivirus software might miss.

VI. Keep thy operating system patched & updated. 
E-mail-borne worms and other scourges like to exploit security holes in your software--namely Windows and other Microsoft programs. These days Microsoft issues so many critical updates to fix these flaws that many users ignore them. Don't. Last January, the Slammer worm exploited a vulnerability that Microsoft had fixed more than six months before. But thousands of infected computers--including some at Microsoft--didn't have the patch installed. Run the Windows Update program once a week and whenever Microsoft issues a warning, or better yet, use Automatic Updates.
VII. Filtereth thy Internet experience. 
Your children, your spouse, your employees and you need the protection and accountability that comes by using a content filter that prevents users from accidently or purposely observing material on the Internet that may be inappropriate for Christian eyes. An administrator decides the level of protection and controls what can and cannot be viewed on a PC. Internet content filters are available through online services and software loaded directly to each PC.
VIII. Protect thy passwords. 
You would never consider setting the combination on your family safe to 1-2-3. Even though your computer and Internet passwords give access to far more money, many people set themselves up to get hacked when they select passwords that are too easy. Suggestions for strong passwords include 1) using at least 7 characters with a mix of upper and lower-case letters as well as numbers. 2) Never use common words. In fact, make up new words. 3) Change your passwords regularly. 4) Do not use the same username and password on all websites.
IX. Honor thy firewall. 
A firewall is like a bouncer for your computer--it checks every ID at the door and won't let anything in or out until you give the thumbs up. So a hacker can't access personal information on your hard drive, and a Trojan horse keystroke logger (a stealth program that monitors the characters you type) can't steal your passwords and transmit them over the Net. Symantec and Network Associates both offer personal firewall packages for $35 to $50, while Zone Labs offers a no-frills version of its ZoneAlarm software firewall for free. But a better deal is an Internet security suite that combines antivirus, firewall, ad blockers, spam fighting, and other useful apps; most cost between $60 to $80. 

X. Maketh backups and keep them holy. 
Simply put: Back up your data files at least weekly (daily if you're running a business). Even if you fall victim to a virus or hacker attack, you'll escape with only minor damage. Fail to keep a recent backup though, and you're likely to fall prey to the evil one. Backups can be made to a separate server or to an external hard drive. Your files can be copied and pasted into a location regularly or you may have backup software available if using an external drive. A backup utility is available in Windows XP. Click on Start, All Programs, Accessories, System Tools, then Backup. There are also companies that provide online backup and restore services.
