How to Keep Your PC Running Like New

Have you ever experienced the following?

· Your computer runs slow.

· Your computer locks up or stops responding.

· Your computer crashes or restarts frequently.

· Applications don’t work correctly.

· Disk drives are inaccessible.

· You can’t print correctly.

· You see unusual error messages.

· Pop-up ads keep displaying.

· You are redirected from one website to another automatically.

· Your hard drive shows activity even when you are not entering data.

· You’ve been the victim of recent identity theft.

· You are overwhelmed by spam emails.

Installing, updating and running the following will keep your PC running like new and help prevent the pitfalls/disasters associated with viruses, spyware, adware, malware, hijackers, keyloggers, rootkits, screen scapers, snoopware, worms and zombies.

1. Remove Temporary Internet Files

Open your Internet Explorer browser window. Click on TOOLS. Select INTERNET OPTIONS. Under ‘Browsing History’ click on the DELETE button. On the next screen click the DELETE ALL button and also include files and settings stored by add-ons in the deletion.

2. Clean the Registry

The Windows Registry is a directory that stores settings and options for the Microsoft operating system, hardware, software, users, preferences, etc. Any changes, updates or deletions to applications or in the Control Panel are saved here. Sometimes this area becomes very untidy and may slow down PC operation.

The following free programs permit you to remove unnecessary files and clean the registry.

CCleaner


http://www.ccleaner.com/


Free

EasyCleaner


http://www.majorgeeks.com/download414.html
Free

3. Defragment Your Hard Drive(s)

If you add and delete programs, surf the Internet or use your PC often, then eventually files on your hard drive will fragment, meaning that pieces of files exist all over the drive inconsistently. A DEFRAG will move files around so that programs will open and run faster.

a. Click on the MY COMPUTER icon on your desktop. 

b. Right click on LOCAL DISK (C:) then select PROPERTIES.

c. Click on the TOOLS tab.

d. Click on the DEFRAGMENT NOW button.

e. Click the DEFRAGMENT button and let it run. It might take a few hours.

If you desire, there is a free third party defragmentation program available called AusLogics Disk Defrag (http://www.auslogics.com/en/software/disk-defrag/download).

4. Install, Update and Regularly Use Anti-virus Software

The following website offers reviews of various anti-virus software products and provides links to download sites. Products include Shield Deluxe, CA, BitDefender, Norton, Kaspersky, NOD32, Panda, McAfee and Trend Micro. These products provide full-time monitoring and defense against viruses.
http://www.2009softwarereviews.com/default.aspx?Refer=1GAS&Keyword=EantiDvirusSsoftware
The following are free downloads of anti-virus products. Be sure to update them and run them frequently. Some may provide full-time protection while others may search and destroy on command.

* AntiVir


http://www.free-av.com/



Free

* Avast!



http://www.avast.com/eng/avast_4_home.html
Free

* AVG



http://free.avg.com/



Free

5. Install, Update and Regularly Use Anti-spyware Software

If you want to purchase anti-spyware software, look at the reviews on many of the products available at the following URLs: http://anti-spyware-review.toptenreviews.com/ and http://www.consumersearch.com/www/software/internet-security-software/
Free anti-spyware product downloads include the following:

* Windows Defender

http://www.microsoft.com/windows/products/winfamily/defender/
* Ad-Aware


http://www.lavasoft.com/
* Spybot Search & Destroy
http://www.safer-networking.org/en/download/
* SpywareBlaster

http://www.javacoolsoftware.com/spywareblaster.html
* Spyware Doctor

http://www.pctools.com/free-antivirus/
6. Install a Pop-up Blocker

Pop-up blockers prevent those annoying small screens that pop-up on the screen while surfing the Internet. Windows XP Service Pack 2 includes a pop-up blocker for Internet Explorer. Learn how to use it at: http://www.microsoft.com/WindowsXP/using/web/sp2_popupblocker.mspx
Other free pop-up blockers are associated with common toolbars like:

* Google (for IE)

http://toolbar.google.com/
* Google (for Firefox)

http://www.google.com/tools/firefox/toolbar/FT3/intl/en/
* Yahoo



http://toolbar.yahoo.com/
7. Perform Microsoft Updates Regularly or Automatically
Go to Control Center and click on SECURITY CENTER. Make sure that ‘Automatic Updates’ is ON. Otherwise, go to http://update.microsoft.com/ and check for operating system and office security updates.
8. Use Safer, Alternative Web Browsers
Internet Explorer is most commonly used and people who prey on web surfers know this. Using an alternate browser may prevent unwanted computer attacks. These include:

Mozilla Firefox


http://www.mozilla.com/en-US/firefox/

Free
Opera



http://www.opera.com/



Free
Safari



http://www.apple.com/safari/


Free

9. Use an Internet Filter

Internet filters prevent computer users from accessing sites that may contain gambling, obscene materials, hate speech, etc. Internet filters are controlled by an administrator and password protected. Reviews on popular Internet filters can be found at http://www.internet-filter-review.toptenreviews.com/ and http://www.freeinternetfilterreview.com/.
Some Christian Internet filter providers include:

* Clean Internet


http://www.cleaninternet.com/
* BSafeOnline


http://bsafehome.com/
Free Internet filters include:

* K9 Web Protection

http://www1.k9webprotection.com/
* We-Blocker


http://www.safefamilies.org/download.php
Set security levels in Microsoft. Go to Control Center and click on INTERNET OPTIONS. Click on the ‘Security’ tab and set the security level of choice for Internet, local intranets, trusted sites, and restricted sites. Next, go to the ‘Privacy’ tab and select a safe setting for cookies in the Internet zone. You can also enable the pop-up blocker here. Under the ‘Content’ tab you can enable a content advisor that controls Internet content viewed.
10. Do not open email or attachments from unknown sources
Many attachments, even those sent by people or organizations that you know, may contain viruses that will attack and destroy your PC. If you are suspicious, then check out recently discovered viruses, top viruses and recently updated viruses at

http://us.mcafee.com/virusInfo/.

Regarding Hoaxes
There are several Internet sites where you can check out email hoaxes. You can usually Google the subject line and quickly find out if it is truth or rumor.

Snopes


http://www.snopes.com/computer/virus/virus.asp
Hoax Slayer

http://www.hoax-slayer.com/
Hoax Busters

http://www.hoaxbusters.org/
McAfee


http://vil.mcafee.com/hoax.asp
Sophos


http://www.sophos.com/security/hoaxes/
F-Secure

http://www.f-secure.com/virus-info/hoax/
