Glossary

419 Scam 

It is named for Section 419 of Nigerian law which makes confidence schemes illegal. This is a scam where someone pretends to be a wealthy foreigner who wants help moving a large amount of money overseas. Usually, the scammer requests bank account information to pay for fees supposedly incurred in the large-sum transfer. The large sum transfer never happens and the victim is taken for as much 'fee' money as possible. 

Advertising Display Software

Any program that causes advertising content to be displayed.

Adware
The difference between Adware and Spyware is very subtle. Both Adware and Spyware is installed without the user’s permission on a machine. An Adware’s main purpose is to display targeted ads based on the user behavior it is tracking. It is not uncommon for people to confuse “adware” with “spyware” and “malware”, especially since these concepts overlap. For example, if one user installs “adware” on a computer, and consents to a tracking feature, the “adware” becomes “spyware” when another user visits that computer, and interacts with and is tracked by the “adware” without their consent.
Anti-spyware Program 
This is a program that protects your PC against spyware and helps to keep your computer and personal details secure. 

Anti-virus Software
Computer software that attempts to locate, disable and remove from a computer any malicious software (such as viruses and worms). Anti-virus software typically relies on so-called signature files that allows the software to detect malware based on particular code segments that are only present in unwanted programs. Since it is not possible to know what these code segments are before the malware start infecting machines on the Internet (and is analyzed by anti-virus companies), this type of prevention mechanism does not help early on as a new malware version spreads. Some types of anti-virus software also performs so-called behavioral checks to detect yet-unseen strains of malware based on what they are trying to do. This is possible since malware is typically accessing and storing data at computer memory locations that other types of software do not.

Attachment
An attachment is a file that is attached to an incoming or outgoing email. Viruses often arrive in the form of disguised attachments in misleading emails. 

Attack
An attack is the intentional act of attempting to bypass one or more computer security controls to achieve a specific purpose such as shutting down a firewall, computer or stealing information.

Back Door
A backdoor is a program designed to give access to the attacked host at a later point of time. These backdoors use well known ports such as 80 or 445. However the most common port used by Backdoor programs is 6667 or the port used by Internet Relay Chat (IRC) which is a camping ground these days for Botnet farmers. These backdoors are used by attackers to circumvent security controls. 
Boot Sector Virus

A virus which infects the boot sector of a fixed or floppy disk. Any formatted disk, even one that is blank, or only contains text data, may contain a boot sector virus. An attempt to boot from a diskette infected with a boot sector virus will cause the virus to become active in memory. This type of virus will place a copy of itself on the Master Boot Record (MBR) or the boot sector of the hard drive. Every time you boot your system from that point on, you will have the virus active in memory. These are the most common viruses. Any attempt to disinfect these viruses while a virus is active in memory will be defeated since it will re-write itself to the disk as soon as you remove it. Additionally, many of these are stealth viruses. You should always attempt to disinfect these viruses after restarting your computer with a write-protected diskette. 

Botnet

A type of Remote Control Software, specifically a collection of software robots, or “bots”, which run autonomously. A botnet's originator can control the group remotely. The botnet is usually a collection of zombie machines running programs (worms, trojans, etc.) under a common command and control infrastructure on public or private networks.  Botnets have been used for sending spam remotely, installing more spyware without consent, and other illicit purposes.  

Browser 
Browser software provides you with the means to view a web page. Without browser software, you would not be able to surf the Internet. 

Circular Infection
A type of infection that occurs when 2 viruses infect the boot sector of a disk, rendering the disk unbootable. Removing one virus will generally cause a re-infection with the other virus.

Cookies 
This is a collection of information, usually including a username and the current date and time, stored on the local computer of a person using the Internet. It is used by websites to identify users who have previously registered or visited the site. Cookies can, however, also be used maliciously to capture information that might impact your PC Security. The ease of which cookies can be loaded onto your computer is defined by the security settings in your browser.
Cracker

Hackers who break into computer systems with the intent of doing harm or destroying data.

Dialer
Dialer is a colloquial term for Dialing Software.

Dialing Software

Any program that utilizes a computer’s modem to make calls or access services. Users may want to remove dialers that dial without the user’s active involvement, resulting in unexpected telephone charges and/or cause access to unintended and unwanted content.

Downloader
A program designed to retrieve and install additional files. Downloaders can be useful tools for consumers to automate upgrades of essential software such as operating system upgrades, browsers, anti-virus applications, anti-spyware tools, games and other useful or enjoyable applications of all kinds. Automated upgrades are useful for closing off security vulnerabilities in a timely way. Unauthorized downloaders are used by third parties to download potentially unwanted software without user notification or consent.

Drive-by-Download

The automatic download of software to a user’s computer when she visits a Web site or views an html formatted email, without the user’s consent and often without any notice at all. Drive-by-downloads are typically performed by exploiting security holes or lowered security settings on a user’s computer.

Encryption 
Encryption is the method of converting information created by one person into an encoded form before it is sent via the internet to another. The encryption prevents unauthorized users from reading the information. The encryption of information on the internet is most commonly experienced when performing online transactions. The presence of https:// in the URL, and/or when you see either locked 'padlock' or key symbols at the bottom right corner of your browser window denotes that the session is secure and that all information passing between two computers is being encrypted.
Exploit/Security Exploit

A piece of software that takes advantage of a hole or vulnerability in a user’s system to gain unauthorized access to the system.

Favicon
The small icon displayed next to a URL in the address bar of a browser. Phishers can place a 'lock' icon here to pretend the connection is secure, or they can set this icon appropriately to mimic a real site. This means that seeing a lock in the address bar does not automatically mean that the corresponding site is secure.

Filters
Software used to separate wanted from unwanted email, based on the message's characteristics. Filters might check for specific text strings, similarity to other messages or other criteria.

Firewall 
A firewall is a hardware or software solution to enforce security policies. From a physical perspective, a firewall is equivalent to a lock on a door. It permits only authorized users such as those with a key or access card to enter. A firewall has built-in filters that block unauthorized or potentially dangerous material from entering the system. It also logs attempted intrusions.
Hacker
A Hacker is someone who tries to access a computer or a network without prior approval of the systems owner.

Hacking
The U.S. Dept. of Justice defines Hacking as “All illegal access to a computer or a network”.

Hijacker

System Modification Software deployed without adequate notice, consent, or control to the user. Hijackers often unexpectedly alter browser settings, redirect Web searches and/or network requests to unintended sites, or replace Web content.  Hijackers may also frustrate users’ attempts to undo these changes, by restoring hijacked settings upon each system start. 

Identity Theft 
Identity theft is the term for the criminal act of stealing personal information with the intent to use it to create similar cloned identities without the victims' knowledge. Stolen personal information such as bank details, passport numbers, birth dates or social security numbers is used illegally to apply for credit, purchase goods and services or cloak the real identities of criminals undertaking more serious criminal acts.
Instant Messaging 
Unlike email instant messaging software allows you to 'talk' to someone in real time by typing and receiving messages. Instant messaging, or IM, is becoming increasingly popular for personal and business use; however, it is also used by criminals to spread viruses and Trojans. You should be wary of clicking on any hyperlink sent to you by someone in an IM session, especially from unknown contacts.

Keyboard Logger
Also known as 'keylogger', a piece of software (or hardware) that records all keys pressed on a computer's keyboard. Often, keyloggers will report the sequence of keys to an 'owner' of the malicious logger. The intent of this is to steal passwords and PINs, but also other confidential information types by the victim user.

Keystroke Logging 
This involves the capturing of information that you type on the keyboard by installed hardware. This is often used by fraudsters to capture personal details including passwords. 

Logic Bomb
A logic bomb is a program which will execute a pre-programmed routine (frequently destructive) when a designated condition is met. Logic bombs do not make copies of themselves. 

Malicious Code
Malicious code is another description for programs such as viruses, worms and Trojans that perform unauthorized processes on a computer or network such as send in email, stealing passwords or deleting information.

Malware
Malicious software such as a virus, worm, trojan horse, or spyware that is installed on a system with harmful or malicious intent. Some malware uses technical vulnerabilities (such as buffer overflow) to attack a machine, whereas other types of malware instead uses social vulnerabilities, i.e., attempts to make the victim willingly install and run the software. To do this, various types of deception is used. Commonly, the user is told that the software has a beneficial purpose, such as a screen saver, an Internet optimizer, or spyware detector. While the malware may perform some of these functions, it also performs other functions, unbeknownst to the victim user.

Man-in-the-middle Attack
An attack where an attacker relays all messages back and forth between a client and server. During the attack, messagesmay be changed or simply recorded for later use. An example of this attack is where a victim contacts a web server that is controlled by an attacker, thinking that this is his bank. The web server then immediately establishes a connection to the user's bank. It send any information it receives from the bank to the victim, who thinks he received the information from the bank. Any information sent from the victim to the attacker's web server is immediately forwarded to the bank, who then thinks it receives the information from the user in question. There is no noticeable delay, so this is not detectable. As the web server sends information back and forth, it may also save all the information it receives. While SSL may help protect against man-in-the-middle attacks, there are also ways by which an attacker can cause two sessions to be started by the victim at the same time, where one of them results in a connection with the bank and the other results in the theft of information sent to the bank. Man-in-the-middle attacks can be performed by malware, whether residing on the victim's machine, on a router or access point he connects to, or on another machine on the Internet.

Pharming (pronounced ‘farming’)
An attack in which a user can be fooled into entering sensitive data such as a password or credit card number into a malicious website that impersonates a legitimate website. 

Phishing (pronounced ‘fishing’)
A type of scam with the intent of capturing personal information such as Social Security numbers, online banking user identification numbers, debit and credit card account numbers, and passwords. Phishing is tricking someone into giving up private data by masquerading as an authority. This is mostly accomplished using email or instant messages, directing the recipient to a fraudulent website that appears legitimate. Phishing is related to conning, but is taking place at a much grander scale, due to the use of the Internet, and is harder to track back to the criminal.
Pop-up
A graphical ad that is shown to users on top of another (usually related) web site. Most pop-ups are shown by Adware companies that contextually track user behavior to show them relevant ads. 

Pop-under
Same as a popup but shown underneath the active browser window so as to be less disruptive to the user. 

Replicator

Any program that acts to produce copies of itself. Examples include; a program, a worm, or virus. 

Retro-virus

A retro-virus is a virus that waits until all possible backup media are infected too, so that it is not possible to restore the system to an uninfected state.

RootKit
A root kit is a collection of programs that intruders often install after they have compromised a computer system. RootKits are the deadliest of the Trojan horses as they are almost impossible to detect because of their ability to hide and integrate within the Operating System. It captures passwords and message traffic to and from a computer. It allows a hacker a backdoor into a system, collect information on other systems on the network, mask the fact that the system is compromised, and much more. 

Scam
Scam is a slang term for a fraud or confidence trick. Phishing is one of the largest Internet related scams. Other scams include advanced fee frauds such as fake lotteries and 419 scams - where individuals are sent notification that they have either won money or will obtain a percentage of a large amount of money belonging to a dead or missing individual sharing the same name. Individuals are tricked in to paying large sums of money to help facilitate the transfer of funds. The term 419 is derived from the number in the Nigerian Penal Code corresponding to this type of fraud. 

Screen Scrapers/Screen Capturers

Tracking Software that records images of activity on the computer screen.  Screen Scrapers typically either store the recorded images and/or video for later retrieval or they transmit them to the remote process or person employing the Screen Scraper. There are some legitimate uses of screen scrapers, but they are often used maliciously by attackers to surreptitiously track behavior to perform unwanted or unauthorized actions that can include identity theft.

Secure Socket Layer (SSL) 
This is a protocol that provides a high level of security for communication over the Internet. 

Slider
A new type of popup Adware that is slightly less obtrusive because of the way it slides onto the users web browser. 

Snoopware

Sometimes used as a synonym for the narrower definition of Spyware—i.e. Tracking Software.

Spam 
Unsolicited, unwanted, irrelevant or inappropriate emails, often of a commercial nature, sent indiscriminately to multiple mailing lists or individuals. Another term for this is “electronic junk mail.” Spam is often used to distribute viruses and other malware such as Trojans, as well as Phishing emails. The problem of Spam email can be counteracted by using junk email filter software, some ISP's now offer this software as part of their standard service.

Spear Phishing 

This attack is to phishing what targeted advertising is to advertising. Namely, in spear phishing, the attacker infers or manipulates the context of his intended victim, and then "personalizes" his attack. It is possible for attackers to learn information about the victim in many ways, and it is difficult to know when this has taken place. This makes spear phishing very dangerous.

Spoofing 
Spoofing is a term that is most commonly used to describe the act of impersonating or masquerading as a person or organization. Typically the term will be used to describe the use of an official email address in a Phishing email or the content of a fake website.

Spyware
Spyware is a program or software that resides on an infected computer and collects information about users without their informed consent then reports such data back to a third party. This personal information is secretly recorded with a variety of techniques, including logging keystrokes, recording Internet web browsing history, and scanning documents on the computer’s hard disk. Purposes range from overtly criminal (theft of passwords, credit card numbers and financial details) to the merely annoying (recording Internet search history for targeted advertising, while consuming computer resources).
System Monitor

Tracking Software that is used to monitor computer activity. System Monitors range in capabilities but may record some or all of the following: keystrokes, screen captures, e-mails, chat room conversations, instant messages, Web sites visited, programs run, time spent on Web sites or user programs,  usernames, passwords or other types of data in transit. The information is typically either stored for later retrieval or transmitted to the remote process or person employing the Monitor. Keyloggers and Screen Scrapers are types of System Monitors.

Tracking cookies

A Tracking Cookie is any cookie used for tracking users’ surfing habits. Tracking Cookies are a form of Tracking Technology. They are typically used by advertisers wishing to analyze and manage advertising data, but they may be used to profile and track user activity more closely. However, tracking cookies are simply a text file, and far more limited in capability than executable software installed on users’ computers.  While installed software can potentially record any data or activity on a computer (see System Monitor), cookies are simply a record of visits or activity with a single Website or its affiliated sites. 

Tracking Software

Software that monitors user behavior, or gathers information about the user, sometimes including personally identifiable or other sensitive information, through an executable program. 

Tricklers
Automatic Download Software designed to install or reinstall software by downloading slowly in the background so the download is less noticeable (and does not impair other functions). Tricklers are typically used to enable a spyware program to install silently or to reinstall after a user has removed components of the program from his or her computer.
Trojan or Trojan Horse
Trojans are a type of computer virus and their name is derived from the term 'Trojan Horse' from Greek mythology. They can be downloaded and installed on a computer without knowledge. A Trojan is basically a program that disguises itself as a valid or useful computer application or program. Similar to a virus, these programs are hidden and cause an unwanted effect. They install a backdoor or a rootkit designed to give entry to the hacker at a later point of time. They differ from viruses because they are normally not designed to replicate like a virus.

Virus 

A computer virus is, like its natural equivalent, is designed to replicate itself. It is a computer program that is secretly introduced into a system in order to slow down computers, corrupt files or destroy data. Often viruses are hidden in other programs or documents and when opened, the virus is let loose. Viruses infect a host file or system area, or they simply modify a reference to such objects to take control and then multiply again to form new generations. Modern computer viruses are spread by email or through file sharing networks. As new viruses are detected on a daily basis, the best defense is to use a regularly updated anti-virus software.
Worm 
This is a special type of virus that replicates and spreads without any user interaction, typically by exploiting a flaw in popular software. Worms are network viruses, primarily replicating on networks.  Usually, a worm will execute itself automatically on a remote machine without any extra help from a user.  However, there are worms, such as mass-mailer worms, that will not always automatically execute themselves without the help of a user.
Zombie

A system that has been taken over using Remote Control Software. Zombies are often used to send spam or to attack remote servers with an overwhelming amount of traffic (a Distributed Denial of Service Attack). A collection of many zombies comprise a botnet. 

